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Cirrus Streamlines SSO!

Simple and secure cloud login solutions that make it easy for all institutional end users
to access all applications!

Easily Leverage
InCommon Services

Integrate EntralD, Okta, Google or Duo SSO with InCommon
and provide easy access to 100’s of federation applications
developed for higher ed

Streamline Access for
External Users & Guests

Great for applicants, alumni, parents, continuing ed, job
applicants, suppliers, contractors and more - automate access
and eliminate password management
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Cirrus ldentity & MS-CC Projects

#1 - Cirrus Identity is excited to be working with MS-CC to develop and provide
ldentity & Access Management training for the community. More information is
forthcoming by the MS-CC committee.

#2 - Reference implementation of the SAML Bridge to enable Salish Kootenai
College to integrate their Google Identity Provider (usernames & passwords) with
InCommon so SKC users can access 100’s of applications targeted to higher ed
users.






COmanage: Open Source,
Community Driven

Benn Oshrin
SCG Collaboration Group +
The COmanage Project

SCG

collaboration group



Some Background

e (COmanage Project (re)started in 2010
o  Original funding from NSF
o Additional funding from 12, ClLogon, SCG, and multiple universities and NRENs

e I|dentity and Lifecycle Management
o  Two main products: Registry and Match

m Enrollment, Deduplication, Lifecycle Management

o Designed for R&E organizations of any size, real or virtual

e Fully Open Source, Fully Community Driven

o All code is Apache 2 licensed
© IPR home s Internet2
o SCG is development and community lead

e SCGformedin 2011

o  We primarily come from R&E backgrounds
o (We also do some non-IAM stuff, too)

collaboration group



R&E-Oriented IAM Solutions

e Handle Complex User Identities
o Students have part time jobs, employees take classes, researchers come and go

e Open and Collaborative

o  Campus members often participate in multi-institutional and multi-national projects

e Budget Sensitive
o  Per user licensing costs can become problematic with large, semi-active populations (alumni, guests,
etc)

® Long Term Timelines

o  Most colleges and universities have been around far longer than most of their vendors

SCG

collaboration group



Open Source as an Option

® No vendor lock-in
©  Your data, your servers

o Can modify the code to meet specific campus needs, via plugins or direct patching

® No license fees
e Multiple deployment options
o DIY

o Commercial Implementation Partners (esp 12 "Catalysts")
o  Hosted Services

SCG

collaboration group



COmanage in the Real World

e \Virtual Research Organizations
o Lifecycle management for researchers from across multiple institutions and countries
m Invite Researchers to a VO
m Enforce (and offer) MFA dynamically, based on the originating IdP
m SSH Key management
m Unix Cluster management

e Campus Enterprise lIdentities

o  Merge records from multiple campus ERPs and other identity sources
m Assign unigue campus identifiers
m Early onboarding for new faculty and other hires
m Delegated onboarding for visiting scholars and other campus affiliates

SCG

collaboration group
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